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Introduction 
 

The proper balance between respect for individual rights and the exigencies of the war on 

terrorism is a question that has gripped the nation’s imagination and commanded the attention of 

commentators, politicians, and judges.  Doomsday scenarios of indefinite detention and total 

denial of due process are broadcast in the organs of pop culture.1  The Supreme Court, in a 

number of closely-watched decisions, has pronounced its position on the nature of the rights 

enjoyed by suspected terrorists and enemy combatants held at Guantánamo Bay.2  A common 

criticism of the USA PATRIOT Act, so often repeated as to have become cliché, is that by 

                                                 
1 See, e.g., Law & Order:  American Jihad (NBC television broadcast, Oct. 2, 2002 (dramatizing 
the power of the Government to detain terrorist suspects without access to counsel); Dahlia 
Lithwick and Julia Turner, A Guide to The Patriot Act Part I:  Should You Be Scared of the 
Patriot Act?, Slate.com, Sept. 8, 2003, available at http://slate.com/id/2087984 (last visited Jan. 
25, 2005) (surveying the ranges of extreme reactions to the Patriot Act); Seeking Truth from 
Justice, ACLU Report, available at http://www.aclu.org/Files/getFile.cfm?id=13098 (last visited 
Jan. 25, 2005) (accusing the Justice Department of using propaganda and scare tactics in the war 
on terrorism).  Compare Preserving Life and Liberty, http://www.lifeandliberty.gov (last visited 
Jan. 25, 2005) (attempting, in a website launched by the Department of Justice, to shore up 
popular support for counterterrorism measures).  
2 Hamdi v. Rumsfeld, 124 S. Ct. 2633 (2004); Rasul v. Bush, 124 S. Ct. 2686 (2004). 



 2  

curtailing the liberties that make America special, the law makes us more like our enemies even 

as it tries to help us fight against them.3  Despite deep differences on what would constitute an 

optimal rights balance, it is widely acknowledged that whatever balance we strike in the coming 

years will set important precedents for what will be a lengthy struggle against terrorism.4

Although much analysis has been devoted to the status of traditional liberty interests 

under anti-terrorism laws—such as the right to question the legality of one’s detention before a 

court or the right to be informed of the charges against one—relatively little notice has been 

taken of how anti-terrorism measures alter the traditional protections accorded to property rights 

in our law.  The Fifth Amendment, by its terms, offers protection from deprivations of “life, 

liberty, and property.”5  It is worthwhile to consider in what ways anti-terror laws implicate 

rights protected by the property prong of the Due Process Clause, and to what extent, if at all, the 

Government’s actions infringe on those rights. 

In this essay I will look at the two primary statutory schemes used to combat the 

financing of terrorists and terrorist organizations:  the Anti-Terrorism and Effective Death 

Penalty Act of 1996 (“AEDPA”)6 and the International Emergency and Economic Powers Act 

                                                 
3 See, e.g., Evelyn Nieves, Local Officials Rise Up to Defy The Patriot Act, Wash. Post, Apr. 
21, 2003 at A1 (reporting on a small town in California that became first in the nation to pass an 
ordinance outlawing voluntary compliance with the Patriot Act).  Compare Judge Michael 
Mukasey, “The Spirit of Liberty”:  Before Attacking the Patriot Act, Try Reading It, Wall St. J., 
May 10, 2004 at A29 (mocking certain organizations’ ignorant criticism of the Act). 
4 See, e.g., Bruce Ackerman, The Emergency Constitution, 113 Yale L.J. 1029 (2004) (asserting 
a need for fundamentally revamping the country’s governance structures in the post-9/11 era).  
Cf. Lawrence H. Tribe, The Anti-Emergency Constitution, 113 Yale L.J. 1801 (2004) (pooh-
poohing the need for such reforms). 
5 U.S. Const. amend. V. 
6 As codified in 8 U.S.C. § 1189 and 18 U.S.C. § 2339B. 
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(“IEEPA”) (as amended by the USA PATRIOT Act).7  After explaining how the statutes have 

been put into operation by executive orders and administrative regulations, I will show that the 

procedures authorized by these laws deviate significantly from procedures normally considered 

necessary for comportment with procedural due process.  Because no Supreme Court decision 

has yet considered the constitutionality of these provisions, I will analyze relevant decisions of 

the Courts of Appeals and attempt to suggest how the Supreme Court should respond to 

procedural due process claims if it is faced with them in a future case brought under AEDPA or 

IEEPA.  My conclusion is that, for similar reasons, both statutes should be held unconstitutional 

as applied to certain individuals and entities.  To remedy this situation, I will suggest 

modifications to the statutes that would permit Congress to effect its basic purpose without 

succumbing to the constitutional infirmities of the current scheme. 

Part I.  The Statutory Framework 

A. AEDPA “FTO” Designation 

Under AEDPA, the Secretary of State is authorized to designate any organization a “foreign 

terrorist organization” (“FTO”).8  Pursuant to a designation, the Secretary must make three 

findings: (1) that the organization is “foreign”9; (2) that the organization either “engages in” 

                                                 
7 50 U.S.C. § §1701-07 as amended by the Uniting and Strengthening America by Providing 
Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001, Pub. L. No. 107-
56, Title I, § 106, 115 Stat. 272 (2001) [hereinafter USA PATRIOT Act]. 
8 8 U.S.C. § 1189(a)(1).  The Secretary of State is expected to act “in consultation with the 
Secretary of the Treasury and the Attorney General.”  Id. § 1189(c)(4). 
9 This finding is not coextensive with a determination that the organization does not have 
sufficient presence or contacts in the United States to enjoy constitutional rights.  Indeed, a 
finding that an organization is “foreign” does not mean that the organization cannot also be 
considered a United States entity for other purposes.  See discussion in Part II.A, infra. 
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terrorist activity or “retains the capability and intent” to do so; and (3) that the activity of the 

organization threatens the security of Americans or the national security of the United States.10

The term “terrorist activity” is defined by cross reference to 8 U.S.C. § 1182(a)(3)(B).  In 

addition to encompassing the kinds of acts that would surprise no one (e.g., hijacking, 

kidnapping, or assassination), that statute defines terrorist activity to include “to solicit funds or 

other things of value for...the commission of a terrorist activity...[or] to commit an act that the 

actor knows, or reasonably should know, affords material support to...a terrorist 

organization...designated under [8 USCS § 1189].”11  Accordingly, any organization providing 

(or simply retaining the “capability and intent” to provide) support to a previously designated 

FTO can itself be designated. 

In making a designation, the Secretary of State is required to create an administrative 

record containing his reasons for it.12  However, AEDPA explicitly precludes any classified 

information the Secretary uses from becoming subject to adversary challenge in an action 

litigating the validity of the designation.  Instead, for purposes of judicial review, classified 

information may be disclosed only to a court, and only ex parte and in camera.13  Judicial review 

under AEDPA differs in other ways from the review of administrative actions that is familiar 

from other contexts and the Administrative Procedure Act.14  Although an organization is given 

the ability to challenge its designation in the U.S. Court of Appeals for the District of Columbia, 

                                                 
10 Id. § 1189(a)(1)(A)-(C).  The term “national security” means “the national defense, foreign 
relations, or economic interests of the United States.”  Id. § 1189(c)(2). 
11 8 U.S.C. § 1182(a)(3)(B)(iii)-(iv). 
12 Id. § 1189(a)(3)(A). 
13 Id. § 1189(a)(3)(B).  Statutory guidelines allowing for the redaction of specified classified 
items or the provision of an unclassified summary of classified documents, are absent from the 
list of procedures to be followed when an organization brings an action challenging its 
designation.  Compare 18 U.S.C. § 2339B(f)(1) (calling for such procedures in “material 
support” proceedings when they are brought by the United States). 
14 See Administrative Procedure Act, 5 U.S.C. §§ 701-06. 
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and that court is directed to set aside any FTO designation it finds to be “arbitrary, capricious, an 

abuse of discretion, or otherwise not in accordance with law,”15 the designated organization need 

not be informed of the precise nature of the evidence against it.  The reviewing court is required 

to render its decision with reference “solely [to] the administrative record” that was created 

unilaterally by the Secretary.16  While a decision on a closed record is often required in 

administrative law,17 it is unusual for the party against whom the evidence is being compiled to 

be denied the opportunity to comment or to contribute rebuttal material before the record is 

sealed and submitted to the court.  Under AEDPA, an FTO must litigate the validity of the 

Secretary’s designation without first having seen the record that formed the exclusive basis for 

that designation.18  Moreover, the only statutory exception to the decision-on-a-closed-record 

requirement is that the Government is permitted to supplement the record with additional 

classified material.19  This material, too, may be submitted only ex parte and in camera.20   

No pre-designation notice is afforded to an organization that is about to be listed as an 

FTO.  Instead, the Secretary is required, seven days after notifying select congressional leaders, 

only to publish the fact of designation in the Federal Register;21  The designation goes into effect 

                                                 
15 A designation must likewise be set aside if it is “(B) contrary to constitutional right, power, 
privilege, or immunity; (C) in excess of statutory jurisdiction, authority, or limitation, or short of 
statutory right; (D) lacking substantial support in the administrative record taken as a whole or in 
classified information submitted to the court [ex parte and in camera], or (E) not in accord with 
the procedures required by law.”  8 U.S.C. § 1189(b)(3).  These standards of review are identical 
to the default standards found in the Administrative Procedure Act, 5 U.S.C. § 706(2)(A)-(E). 
16 Id. § 1189(b)(2).  
17 See Administrative Procedure Act, 5 U.S.C. § 706 (flush language). 
18 Similarly, if it chooses to appeal the decision of the court, it must do so without access to 
materials forming the exclusive basis for the court’s determination that the designation was valid. 
19 8 U.S.C. § 1189(b)(2). 
20 Id.
21 Id. § 1189(a)(2)(A). 
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immediately upon publication.22  Notice is deemed constructively received by the organization 

on the day of publication in the Federal Register.  An immediate consequence is that the 30-day 

statute of limitations on seeking judicial review begins to run, whether or not the organization 

has had actual notice of its designation.23

As one court has noted, “[t]he consequences of designation are dire.”24  FTO designation 

immediately results in the blocking of any funds which the organization has on deposit with any 

financial institution in the United States until further notice.25  Financial institutions that fail to 

freeze the assets of a designated organization are subject to heavy fines.26  Additionally, all 

persons within or subject to the jurisdiction of the United States are forbidden from “knowingly 

providing material support or resources” to the organization.27  The material support prohibition 

carries a criminal penalty. 28  Individuals found guilty of knowingly providing material support to 

an FTO after it has been designated can face up to life in prison.29

                                                 
22 Id. § 1189(a)(2)(B). 
23 Id. § 1189(b)(1). 
24 National Council of Resistance of Iran v. Albright, 251 F.3d 192, 192 [hereinafter “Iran II”] 
(D.C. Cir. 2001). 
25 18 U.S.C. § 11892)(C). 
26 $50,000 per violation or twice the amount of which the financial institution was required to 
freeze, whichever is greater.  Id. § 2339B(a)-(b). 
27 18 U.S.C. § 2339B(a)(1). 
28 Id. § 2339A(b).  Several cases have held this list to be “unconstitutionally vague” because “a 
criminal defendant simply could not be expected to know that the conduct alleged was prohibited 
by the statute.” United States v. Sattar, 272 F. Supp.2d 348, 358 (S.D.N.Y. 2003).  See also 
Humanitarian Law Project v. Reno, 205 F.3d 1130, 1137 (9th Cir. 2000) (holding that “[i]t is 
easy to see how someone could be unsure about what [§ 2339B] prohibits with the use of the 
term ‘personnel,’ as it blurs the line between protected expression and unprotected conduct.”).  
But see United States v. Lindh, 212 F. Supp.2d 541, 574 (E.D.Va.2002) (rejecting this 
argument). 
29 Life terms are authorized in the statute “if the death of any person results” from the 
defendant’s provision of material support.  Otherwise, imprisonment is authorized for not more 
than 15 years.  Id.  Whether the “knowingly” requirement means that the individuals must be 
aware of the organization’s designation as an FTO, or whether it merely requires that the 
individual providing one of the enumerated goods or services “know” that he is doing so, is an 
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An individual on trial for providing material support to an FTO may not “raise any 

question concerning the validity of the issuance of such designation or redesignation as a defense 

or an objection at any trial or hearing.”30  That is, despite the fact that it is the Secretary’s 

administrative action that had the effect of criminalizing what otherwise may have been perfectly 

legal conduct, the defendant may not collaterally attack the procedural or substantive validity of 

the Secretary’s initial designation.  This is the case even if the very constitutionality of the 

designation is in question, and even if the designation is later set aside because it was arbitrary, 

capricious or an abuse of discretion.31

B. IEEPA 
 

In 1977, Congress passed the International Emergency and Economic Powers Act32 to 

expand the power of the President to impose, during times of peace, sanctions analogous to those 

allowed by Trading with the Enemy Act in war time.33  What triggers the President’s authority 

under IEEPA is his own declaration of a “national emergency” with respect to “any unusual 

                                                                                                                                                             
open question.  See Humanitarian Law Project v. Reno, 205 F.3d 1130, 1138 n.5 (9th Cir. 2000) 
(opining that “the term ‘knowingly’ modifies the verb ‘provides,’ meaning that the only scienter 
requirement here is that the accused violator have knowledge of the fact that he has provided 
something, not knowledge of the fact that what is provided in fact constitutes material support.”); 
Sahar Aziz, Note, The Laws on Providing Material Support to Terrorist Organizations:  The 
Erosion of Constitutional Rights or a Legitimate Tool for Preventing Terrorism?, 9 Tex. J. C.L. 
& C.R. 45, 88 (2003) (highlighting the ambiguity of the AEDPA criminal statute’s mens rea 
requirement). 
30 18 U.S.C. § 1189(a)(8). 
31 United States v. Hammoud, 381 F.3d 316 (4th Cir. 2004) cert. granted and remanded on other 
grounds, 2005 U.S. LEXIS 1012 (Jan. 24, 2005). 
32 50 U.S.C. § 1701-07. 
33 Trading With the Enemy Act of 1917, Pub. L. No. 65-91, 40 Stat. 411 (1917) (codified as 
amended at 50 U.S.C. app. §§ 1-44).  For history of the President’s powers under TWEA, See 
Nina J. Crimm, High Alert: The Government's War on the Financing of Terrorism and its 
Implications for Donors, Domestic Charitable Organizations, and Global Philanthropy, 45 Wm. 
and Mary L. Rev. 1341, 1354-57 (2004). See also Mary Margaret Coughlin Bowman, Note, 
Presidential Emergency Powers Related to International Economic Transactions: Congressional 
Recognition of Customary Authority, 11 Vand. J. Transnatl. L. 515 (1978). 
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threat which has its source in whole or substantial part outside the United States, to the national 

security, foreign policy, or economy of the United States....”.34  Once declared, the national 

emergency remains in effect for two years.35

Even though IEEPA gave the President near plenary authority to prohibit and impose 

sanctions with respect to a wide range of transactions, that authority was further enhanced by the 

USA PATRIOT Act.  Subparagraphs (A) and (B) of 50 U.S.C. § 1702(a)(1) were amended to 

broaden the President’s authority to freeze any property subject to the jurisdiction of the United 

States (not just property with foreign connections), and to do so even during the pendency of an 

investigation (rather than after its conclusion).  In addition, a new subparagraph (C) indicates that 

when the United States is engaged in a conventional or unconventional war, the President may 

seize any interest in property that belongs to any foreign individual or entity “he determines” to 

have planned, aided, or engaged in an attack on the United States.36

The procedures mandated by IEEPA are even simpler than those under AEDPA.  All that 

is required, once the President has declared a national emergency with respect to a threat, is for 

the President or his designee to name the individuals or organizations whose assets are to be 

blocked.  There is no requirement for factual findings, akin to those found in AEDPA, and no 

requirement for the compilation of an administrative record that can form a basis for judicial 

                                                 
34 Id. § 1701(a). 
35 National Emergencies Act, 50 U.S.C. § 1601(a). 
36 The term “any interest in property” has been construed by the courts to include property in 
which the foreign national has no enforceable legal interest.  For example, a domestic 
corporation that may have intended to donate its funds to a foreign entity, is deemed to have 
given the foreign entity a beneficial interest in the property, and is therefore covered by the 
statute.  Holy Land Foundation for Relief and Development v. Ashcroft, 333 F.3d 156 (D.C. Cir. 
2003) cert. denied, 540 U.S. 1218 (2004).  Accord Global Relief Foundation Inc. v. O’Neill, 315 
F.3d 748 (7th Cir. 2002) aff’g 207 F. Supp. 2d 779 (N.D. Ill. 2002).  See notes 70-75, infra, and 
accompanying text.  
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review.  In fact, IEEPA makes no explicit provision for administrative or judicial review of a 

presidential designation.37

For decades, IEEPA was used only to regulate transactions with sovereign foreign states 

that were subject to embargoes or trade sanctions.38  President Clinton first applied IEEPA 

sanctions to individuals and entities in 1995, declaring a national emergency to respond to the 

“grave acts of violence committed by foreign terrorists [and terrorist organizations] that disrupt 

the Middle East peace process...[and that] constitute an unusual and extraordinary threat to the 

national security, foreign policy, and economy of the United States.” 39  Pursuant to this 

Executive Order, President Clinton blocked all transfers of property or interests in property of 

twelve specially designated terrorist organizations (“SDT”) that he considered a threat to the 

Middle East peace process. 

On September 23, 2001, less than two weeks after the tragedies of 9/11, President Bush 

issued Executive Order 13,224, in which he declared a national emergency.40  In an annex to the 

                                                 
37 The Office of Foreign Asset Control (OFAC) has promulgated rules allowing for informal 
administrative review of a designation. 31 C.F.R. § 501.807.  See also supra notes 53-56 and 
accompanying text.  The courts have, however, implied a right of judicial review for 
designations made under IEEPA.  See, e.g., Milena Ship Management Co. v. Newcomb, 804 F. 
Supp. 846 (E.D. La. 1992) (holding that IEEPA did not bar judicial review even prior to 
administrative exhaustion); Holy Land Foundation, supra note 36 (subjecting Treasury 
Department’s designation to Administrative Procedure Act’s highly deferential “arbitrary and 
capricious” standard).  No plaintiff has yet succeeded in challenging the Government’s 
designation.  It is difficult to imagine such a victory even hypothetically, considering the marked 
absence, in regulations or in the statute, of criteria for what would be constitute an appropriate or 
inappropriate designation. 
38 For historical background on pre-1995 invocations of IEEPA, see Crimm, supra note 33 at 
1360-61.  See also David Cole, The New McCarthyism:  Repeating History in the War on 
Terrorism, 38 Harv. C.R.-C.L. L. Rev. 1, 26-27 (2003) (Stating that “[w]hen IEEPA was used 
solely to impose economic embargoes on foreign countries, it was a relatively noncontroversial 
form of nation-to-nation diplomacy. But when that same authority is targeted not at countries but 
at political organizations and individuals, it raises serious constitutional concerns.”). 
39 Exec. Order No. 12,947, 60 Fed. Reg. 5,079 (Jan. 23, 1995). 
40 Exec. Order No. 13,224, 66 Fed. Reg. 49,079 (Sept. 23, 2001). 
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Order, the President named twelve individuals and fifteen organizations whose assets he ordered 

frozen immediately.  He further authorized freezing the property of entities that were: 

(b) foreign persons determined by the Secretary of State, in consultation with the 
Secretary of the Treasury and the Attorney General, to have committed, or to pose a significant 
risk of committing, acts of terrorism that threaten the security of U.S. nationals or the national 
security, foreign policy, or economy of the United States;  

… 
(d) ...persons determined by the Secretary of the Treasury, in consultation with the 

Secretary of State and the Attorney General;  
(i) to assist in, sponsor, or provide financial, material, or technological support 

for, or financial or other services to or in support of, such acts of terrorism...or  
(ii) to be otherwise associated with [any person designated under this Order].41

 
Individuals or organizations named within or pursuant to Executive Order 13,224 are known 

among the cognoscenti as “Specially Designated Global Terrorists” (SDGT).42  President Bush 

has delegated his IEEPA authority to the Secretary of the Treasury, which in turn has delegated it 

to the Director of the Office of Foreign Asset Control (OFAC).43  OFAC, initially created to 

administer the economic sanctions imposed by President Truman on China and North Korea 

during the Korean War,44  is today the federal agency charged with administering and ensuring 

compliance with all of the Government’s financial sanctions against terrorists.45

 OFAC has been busy.  The Government reports that with the cooperation of foreign allies, 

hundreds of millions of dollars in designated entities’ assets were frozen worldwide between 

                                                 
41 Id.
42 Global Terrorism Sanctions Regulations, 31 C.F.R. § 594.201(a) and § 594.310. This label 
distinguishes them from SDTs, which were named under President Clinton’s Executive Order, 
and FTOs, which are designated pursuant to AEDPA. See supra text accompanying notes 11-16. 
43 31 C.F.R. § 597.802. 3 U.S.C. § 301 enables the President to delegate to “the head of any 
department or agency in the executive branch, or any official thereof who is required to be 
appointed by and with the advice and consent of the Senate, to perform without approval, 
ratification, or other action by the President...any function which is vested in the President by 
law....” 
44 Proclamation No. 2914, 15 Fed. Reg. 9092 (Dec, 16, 1950) (made pursuant to TWEA). 
45 See OFAC website, http://www.treas.gov/offices/enforcement/ofac (stating OFAC’s mission 
and the scope of its jurisdiction). 
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September 11, 2001 and June 5, 2003, and that as of September, 2002, the U.S. government had 

frozen over $6 million in charitable funds.46  As of the end of 2004, the number of SDGT whose 

assets have been partially or totally frozen had risen from twenty-seven immediately following 

President Bush’s order to approximately 380 individuals and organizations.47  Equally 

impressive is the untold number of dollars that might otherwise have reached designated entities 

in the form of donations or other transactions which have been rendered illegal because they 

would constitute “material support” under 18 U.S.C. § 2339B.48

Part II.  What Does Due Process Require? 
 

The procedures the Government is using to block and seize property under AEDPA and 

IEEPA differ in significant respects from administrative and judicial procedures normally 

followed when U.S. persons are deprived of their property.  These differences may be observed 

in three categories:  (1) Pre-deprivation procedures, including the provision of notice and the 

opportunity to be heard; (2) Post-deprivation procedures, including the availability of a hearing 

on the merits; and (3) Informational rights and evidentiary standards, including the right to be 

                                                 
46 Crimm supra note 33 at 1373 n. 111-113, citing Prepared Testimony of John Ashcroft, 
Attorney General, Before the Committee on the Judiciary, House of Representatives, June 5, 
2003, available at http://www.house.gov/judiciary/ashcroft060503.htm (last visited Jan. 25, 
2005); Press Release, Testimony of Juan C. Zarate Deputy Assistant Secretary, Executive Office, 
Terrorist Financing and Financial Crime, Department of the Treasury, Senate Foreign Relations 
Committee, Mar. 18, 2003, available at http://www.treas.gov/press/releases/js139.htm (last 
visited Jan. 25, 2005) Testimony of Steven Emerson, Director of the Investigative Project, 
Before the House Fin. Servs. Subcomm. on Oversight and Investigations, Antiterrorism 
Financing, Mar. 11, 2003, LEXIS, Federal Document Clearing House File.  Updated figures are 
not available from official sources, but one can rightly presume that these figures have grown 
exponentially, as the number of designated entities has grown. 
47 Full list of SDGTs published in What You Need To Know About The U.S. Embargo What 
You Need To Know About U.S. Sanctions, available at 
http://www.treas.gov/offices/enforcement/ofac/sanctions/t11ter.pdf (last visited Jan. 25, 2005). 
48 See supra notes 26-34 and accompanying text. 
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informed of the nature of the evidence against one and to be given an opportunity to challenge 

and rebut evidence for being erroneous or insufficient.   

After considering the basic threshold question of whether the Government is subject to 

the Due Process Clause when dealing with terrorist organizations, I will address each of the three 

issues as they have come up in litigation that has reached the courts.  It should be noted that 

given the still-emerging nature of terrorist asset regulation, there has not been an abundance of 

litigation on this subject.   Therefore, most illustrations will come from the same handful of cases 

and are meant to be just that:  illustrations.  My object is not just to tease out what the courts 

have held so far, but to wonder what they would hold in hypothetical cases that may differ in 

some minor, yet crucial, respects from the cases that have been decided. 

A. Does the Constitution Apply to FTOs and SDGTs? 
 
The premise of a discussion regarding the constitutionality of procedures used to 

designate terrorists is that the rights found in the Constitution are enjoyed by entities that are the 

targets of AEDPA and IEEPA.  That is not always the case.  In United States v. Verdugo-

Urquidez,49 the Supreme Court held that “aliens receive constitutional protections when they 

have come within the territory of the United States and developed substantial connections with 

the country.”50  While the question of what constitutes “substantial connections” remains 

unresolved by this statement,51 it supports the proposition that one must distinguish between 

                                                 
49 494 U.S. 259 (1990). 
50 Id. at 270-71. 
51 See generally Douglas I. Koff, Post-Verdugo-Urquidez:  The Sufficient Connection Test--
Substantially Ambiguous, Substantially Unworkable, 25 Colum. Hum. Rts. L. Rev. 535, 455-
465 (1994 (questioning the administrability of the Supreme Court’s test); Randall K. Miller, The 
Limits of U.S. International Law Enforcement After Verdugo-Urquidez:  Resurrecting Rochin, 
58 U. Pitt. L. Rev. 867 (1997) (arguing that the line should be drawn at the border, denying 
constitutional rights to all aliens when they are abroad). 
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aliens who have developed substantial connections with the United States and those who have 

not, where the former category of aliens may enjoy constitutional rights even if the latter does 

not.52  The soundness of these inferences is demonstrated by the Verdugo-Urquidez majority’s 

string citation to famous cases affirming the applicability of constitutional rights to non-

citizens.53  The Supreme Court has made it clear on these numerous occasions that non-citizens 

can sometimes enjoy constitutional rights, while other times they do not.  The inquiry focuses on 

the sufficiency of the alien’s contacts with the United States. 

AEDPA and IEEPA and the executive orders they have generated abound with 

terminology giving off the feeling of foreignness and otherness (describing, for example, 

“foreign persons,” “foreign threat,” “foreign terrorist organization (FTO)” and “specially 

designated global terrorist (SDGT),” among numerous other examples).54  In fact, AEDPA 

specifically requires the Secretary of State to make a finding that an organization is “foreign” 

before he can designate it as an FTO.  This requirement and a cursory examination of the 

                                                 
52 Drawing the line between legal or illegal aliens, or resident and non-resident aliens, would not 
be the proper boundary, because even illegal aliens with substantial connections to the United 
States are protected by the Constitution.  Verdugo-Urquidez, 494 U.S. at 271 (citing Plyler v. 
Doe, 457 U.S. 202, 211-212 (1982) (holding that illegal aliens are protected by the Equal 
Protection Clause)).  Moreover, the D.C. Circuit in Iran II, 251 F.3d at 201, has countenanced the 
applicability of constitutional rights to aliens with a presence in the United States even when that 
presence is not “substantial.” 
53 “See, e. g., Plyler v. Doe, 457 U.S. 202, 211-212 (1982) (illegal aliens protected by Equal 
Protection Clause); Kwong Hai Chew v. Colding, 344 U.S. 590, 596 (1953) (resident alien is a 
"person" within the meaning of the Fifth Amendment); Bridges v. Wixon, 326 U.S. 135, 148 
(1945) (resident aliens have First Amendment rights); Russian Volunteer Fleet v. United States, 
282 U.S. 481 (1931) (Just Compensation Clause of Fifth Amendment); Wong Wing v. United 
States, 163 U.S. 228, 238 (1896) (resident aliens entitled to Fifth and Sixth Amendment rights); 
Yick Wo v. Hopkins, 118 U.S. 356, 369 (1886) (Fourteenth Amendment protects resident 
aliens).  Kwong Hai Chew, supra, at 596, n. 5 (‘The Bill of Rights is a futile authority for the 
alien seeking admission for the first time to these shores.  But once an alien lawfully enters and 
resides in this country he becomes invested with the rights guaranteed by the Constitution to all 
people within our borders.’) (quoting Bridges, supra, at 161 (concurring opinion)).”  Verdugo-
Urquidez, 494 U.S. at 271. 
54 See statutory discussion, Parts I.A and I.B., supra. 
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language employed by IEEPA and Executive Order No. 13,224 may lead one to conclude that 

these laws can effect the blockage of property belonging only to non-U.S. persons—that is, those 

who are not subject to the Constitution. 

That reading would be wrong.  For one, there is no statutory definition of “foreign” in 

AEDPA, and no regulation exists that has defined that term to be coextensive with the status of 

not having a constitutional presence in the United States.  In National Council of Resistance of 

Iran v. Albright55 (“Iran II”), the D.C. Circuit concluded that the Secretary of State had sufficient 

evidence to determine that an organization is “foreign,” under 8 U.S.C. § 1189(a)(1)(A), but that 

the same organization also had a constitutional presence in the United States.56  The Government 

did not raise an objection regarding the mutual exclusivity of these two terms.57  Although it may 

be true that most FTOs are likely to be both foreign and not to have a constitutional presence in 

the country, there is no structural reason, considering the manner in which AEDPA is drafted, 

that requires that outcome. 

Although the statutory forerunners of IEEPA limited themselves to prohibiting foreign 

transactions,58 the IEEPA did not inherit this limitation.  Instead, as amended by the USA 

PATRIOT Act, the statute permits executive interference in the form of freezing and seizing of 

                                                 
55 251 F.3d 192, 192 (D.C. Cir. 2001). 
56 Compare Iran II, 251 F.3d at 199 (“We conclude that the Secretary’s designation...does not 
lack substantial support and that [that] designation is neither arbitrary, capricious, nor otherwise 
not in accordance with law.”) with id. at 203 (“[The FTOs] have entered the territory of the 
United States and established substantial connections to this country....both organizations 
therefore are entitled to the protections of the Constitution.) 
57 I believe we owe this dichotomy to the Chevron doctrine.  Chevron v. Natural Resources 
Defense Council, 467 U.S. 837 (1984).  Under Chevron, a court must defer to an agency’s expert 
interpretation of a term found in the statute that it administers, so long as the interpretation is 
reasonable and the term is ambiguous.  The word “foreign” in AEDPA surely meets both these 
criteria.  However, defining what counts as a constitutional “presence” in the United States is the 
sole province of the federal courts.  It is structurally possible, if not inevitable, for an agency and 
a court to define these terms to mean different things. 
58 See, e.g., Trading With the Enemy Act, supra note 33. 
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assets, belonging to “any person” subject to the jurisdiction of the United States.59  The hook of 

IEEPA—the requirement that a national emergency be declared with respect to a foreign 

threat—represents the full extent of that statute’s inapplicability to domestic affairs.  Once the 

national emergency is declared, under 50 U.S.C. § 1702(A)-(B), OFAC may block any person’s 

property to the extent of “any interest of any foreign country or a national thereof” in the 

property.  Not surprisingly, the procedures for designation make no distinction between property 

belonging to persons with a constitutional presence in the United States and those without one.  

As long as a “foreign” national has an “interest” in the property, it can be blocked or seized.  

However, the term “foreign” is not defined in IEEPA (just as it was not defined in 

AEDPA, and is not defined in Executive Order No. 13,224).60  OFAC’s finding that an entity 

whose assets were seized is “foreign” would be determinative for IEEPA purposes, even if a 

court were to decide that the same entity had a constitutional presence in the country.61  The 

limiting language of the statute allowing it to reach only to property in which any foreign country 

or national has any interest is a condition that actually does no work at all.  If, as the Seventh 

                                                 
59 In deference to Judge Mukasey’s admonition not to give the USA PATRIOT Act a bum rap 
for no good reason, supra note 3, it should be noted that the first time an American citizen’s 
assets were frozen pursuant to IEEPA was not under President Bush but under President 
Clinton’s Executive Order No. 12,947, 60 Fed. Reg. 5,079 (Jan. 23, 1995).  See Crimm, supra 
note 33 at 1362 n. 61 (“In 1995, Mohammad Salah became the first American citizen to be listed 
as a “Specially Designated Terrorist” (SDT). 60 Fed. Reg. 41,152 (Aug. 11, 1995)”.). 
60 Notably, the term “foreign person” was defined in President Clinton’s Executive Order No. 
12,947, to mean “any citizen or national of a foreign state (including any such individual who is 
also a citizen or national of the United States) or any entity not organized solely under the laws 
of the United States or existing solely in the United States....”  Id. § 2(d).  This definition, even if 
it can be imputed to President Bush’s order because it addresses a similar topic using similar 
language, does not help us avoid the Constitution:  it would capture Americans with dual 
citizenship or those with foreign citizenship who also have “substantial contacts” in this country.  
It would also include organizations or corporations that are not organized solely under the laws 
of the United States. 
61 See supra note 57 (discussing Chevron deference).  
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Circuit ruled in Global Relief Foundation v. O’Neill,62 the term “interest” does not necessarily 

mean a legally enforceable interest, but any “beneficial” interest whatsoever, then property 

wholly owned by a U.S. citizen is brought within reach of the statute and Executive Order as 

soon as the Government believes that the U.S. citizen intended to donate it to “any foreign 

country or national thereof.”63  Moreover, Executive Order 13,224’s broad cleanup sweep in § 

1(d)(ii), which extends the Secretary of the Treasury’s authority to freeze the assets of “persons 

determined by the Secretary...to be otherwise associated with [other persons designated pursuant 

to the Order],” makes no exception for U.S. citizens.  Accordingly, IEEPA and AEDPA 

contemplate the application of their summary procedures to U.S. individuals and organizations 

entitled to the protections of the Due Process Clause.  Do they satisfy its minimum requirements? 

B. Pre-deprivation, Post-deprivation, and Information Rights  
 

Under the procedural shortcuts authorized under AEDPA and Executive Order No. 

13,224, no notice is afforded to a designated organization64 that its property is about to be seized 

or frozen.  Unless it peruses the Federal Register on a daily basis, an organization is unlikely to 

find out about its designation until the next time it attempts to perform a transaction using a U.S. 

financial institution or a foreign institution that has agreed to cooperate with OFAC.   

                                                 
62 315 F.3d 748, 753 (2002) (Easterbrook, J.), aff’g on this point 207 F.Supp. 2d 779 (N.D. Ill. 
2002).  See also id. at 755 (Cudahy, J., concurring) (“[T]he concept of ‘interest’ as it relates to 
property useful to aliens for terrorist purposes may in some cases be tenuous...but it is 
nonetheless valid in light of crucial national security concerns.”). 
63 The same conclusion was reached by Holy Land Foundation for Relief and Development v. 
Ashcroft 333 F.3d 156 (D.C. Cir. 2003), cert. denied, 540 U.S. 1218 (2004). 
64 Unless otherwise noted, in this section I will be using the word “organization” to refer both to 
associations, as under AEDPA, and to natural persons and other statutory “persons” under 
IEEPA, which include corporations and other organizations.  See Exec. Order No. 13,224 § 3(a)-
(b). 
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Under AEDPA, an organization has 30 days from the date of publication in the Federal 

Register to file suit in the U.S. Court of Appeals for the District of Columbia Circuit challenging 

its designation.  (Under IEEPA, there is no set time limitation, owing to the fact that the right to 

judicial review is implied, never having been written into the statute.)65  By then, the 

organization has already suffered a deprivation of its property rights, and may also have suffered 

monetary losses.  Not having received notice of the impending blockage of assets, it also did not 

have the opportunity for a pre-deprivation administrative hearing. 

The reasons for traditional jurisprudential insistence on pre-deprivation process are laid 

out with impeccable clarity in Fuentes v. Shevin,66 an influential Supreme Court on the timing 

requirements of notice.  In that case Justice Stewart wrote for the majority: 

If the right to notice and a hearing is to serve its full purpose, then, it is clear that it must 
be granted at a time when the deprivation can still be prevented.  At a later hearing, an 
individual’s possessions can be returned to him if they were unfairly or mistakenly taken 
in the first place.  Damages may even be awarded to him for the wrongful deprivation.  
But no later hearing and no damage award can undo the fact that the arbitrary taking that 
was subject to the right of procedural due process has already occurred.  This Court has 
not...embraced the general proposition that a wrong may be done if it can be undone.67

 

Quite apart from the benefit of giving the organization a chance to correct an administrative 

error68 or to question the sufficiency or correctness of the evidence against it—in themselves 

important interests—pre-deprivation hearings vindicate the process value of non-summary 

                                                 
65 See note 37, supra. 
66 407 U.S. 67 (1972). 
67 Fuentes 407 U.S. at 81-82 (citing Stanley v. Illinois, 405 U.S. 645, 647 (1972) (internal 
quotations omitted). 
68 Such as a claim that it is being mistaken for another organization with a similar name.  This is 
not an unusual occurrence.  See 31 C.F.R. § 501.807 (setting forth procedure for correcting cases 
of mistaken identity).  The risk of error is especially high in administrative proceedings, where 
the absence of rules of evidence allow for the unchecked possibility of third-hand accounts, press 
stories, and other hearsay evidence to dominate the record. 
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procedures except when absolutely necessary.69  At the height of the Red Scare in the 1950s the 

Supreme Court reiterated this view, disapproving an administrative scheme in which the 

Attorney General, acting pursuant to an Executive Order, designated certain organizations as 

Communist on a list furnished to the Loyalty Review Board without prior notice.70  Justice 

Frankfurter stated for the plurality:  “[F]airness can rarely be obtained by secret, one-sided 

determination of facts decisive of rights....No better instrument has been devised for arriving at 

truth that to give a person in jeopardy of serious loss notice of the case against him and the 

opportunity to meet it.”71  

The provision of prior notice is intimately linked to the opportunity to be heard.  Since 

1864 the Supreme Court has repeated the mantra that “[p]arties whose rights are to be affected 

are entitled to be heard; and in order that they may enjoy that right they must first be notified.”72  

In Mullane v. Central Hanover Bank,73 the case that heralded the Supreme Court’s modern 

service of process jurisprudence, the Court made some general observations on notice that are of 

use here.  “The right to be heard,” said the Court, “has little reality or worth unless one is 

informed that the matter is pending….Many controversies have raged over about the cryptic and 

abstract words of the Due Process Clause but there can be no doubt that at a minimum they 

require that deprivations of life, liberty or property by adjudication be preceded by notice and 

                                                 
69 Fuentes, 407 U.S. at 91-93 n. 23, gives examples of such contingencies (citing Boddie v. 
Connecticut, 401 U.S. 371 (1971)).  They are all characterized by urgent need and a short time 
span (e.g., protecting the public from contaminated food). 
70 Joint Anti-Fascist Refugee Committee v. McGrath, 341 U.S. 123 (1951).  Although no 
majority opinion emerged in that case, in separate opinions Justices Black (id. at 143), 
Frankfurter (id. at 173), Douglas (id. at 176), and Jackson (id. at 186) stated that the Fifth 
Amendment’s due process clause barred the government from so designating organizations 
without giving them notice and opportunity to be heard. 
71 Id. 341 U.S. at 170-173. 
72 Baldwin v. Hale, 68 U.S. 223, 1 Wall. 223, 233 (1864). 
73 339 U.S. 306 (1950). 
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opportunity for hearing appropriate to the nature of the case.”74 The key question, then, is what is 

the “nature of the case” when it comes to terrorist finances? 

Only the D.C. Circuit and the Seventh Circuit have analyzed the question of how much 

process is due in the context of asset freezing of designating terrorist organizations.  These courts 

have come to uneven conclusions.75  Between 1999 and 2003, the D.C. Circuit decided three 

cases relating to the same group of connected organizations that were designated FTOs under 

AEDPA:  the People’s Mojahedin Organization of Iran (PMOI) and the National Council of 

Resistance of Iran (NCRI).  In what I will nominate the Iran Trilogy (“Iran I,”76 “Iran II,”77 and 

“Iran III”78), the court passed upon numerous statutory and constitutional claims pressed by the 

designated organizations against the Government.  Foremost among these were procedural due 

process claims, which the court addressed at length.  The constitutional claims in Iran I were 

disposed of summarily because the court concluded, and the parties did not dispute, that PMOI 

did not have a constitutional presence in the United States and accordingly did not enjoy the 

protections of the Constitution.79  Therefore, despite the fact that “there [was] no adversary 

proceeding, no presentation of what courts and agencies think of as evidence, [and] no advance 

                                                 
74 Mullane 339 U.S. at 313 (emphasis added). 
75 Several other courts have considered due process attacks on the criminal provisions of 
AEDPA, 18 U.S.C. §§ 2339A-2339C. See Humanitarian Law Project v. Reno, 205 F.3d 1130 
(9th Cir. 2000), cert. denied, 532 U.S. 904 (2001); United States v. Afshari, 392 F.3d 1031 (9th 
Cir. 2004); United States v. Hammoud, 381 F.3d 316 (4th Cir. 2004) cert. granted and remanded 
on other grounds, 2005 U.S. LEXIS 1012 (Jan. 24, 2005); United States v. Sattar, 314 F. Supp. 
2d 279 (S.D. N.Y. 2004); U.S. v. Al-Arian, 308 F.Supp.2d 1322 (M.D. Fla. 2004).  See also note 
29, supra (addressing constitutionality and mens rea requirement).  Because these cases do not 
directly touch upon property rights, they are beyond the scope of this essay. 
76 People’s Mojahedin Organization of Iran v. Albright, 182 F.3d 17 (D.C. Cir. 1999). 
77 National Council of Resistance of Iran v. Albright, 251 F.3d 192, 192 (D.C. Cir. 2001). 
78 People’s Mojahedin Organization of Iran v. Powell, 327 F.3d 1238 (2003). 
79 Iran I, 182 F.3d at 22 (“[A] foreign entity without property or presence in this country has no 
constitutional rights.”). 
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notice to the entity affected by the Secretary’s internal deliberations,” the court affirmed the 

organization’s designation as an FTO.80

Iran II featured an interesting twist on these facts.  In the intervening two years, the 

Secretary of State determined that NCRI, an organization with a presence in the United States 

and operating out of an office in Washington, D.C., was an alias for PMOI, and summarily 

designated the former as an FTO.  The court was forced to conclude, based on this new 

determination, that PMOI therefore also had a constitutional presence in the United States, 

because “if A is B, and B is present, the A is present also.”81  By asserting that the U.S. 

organization was merely an alias for a foreign organization, the court stated, “the United States is 

now hoist with its own petard.”82  Ironically, then, despite the fact that the court held that the 

Secretary acted with sufficient evidence to designate both organizations statutorily “foreign,” it 

could also hold that the procedure used for designation was now open to constitutional attack.83

Having answered the question of whether the petitioners are entitled to due process, the 

D.C. Circuit went on consider what process was due and when.  It held that the FTO designation 

procedures, as applied to these plaintiffs, violated due process.  Noting that due process, “unlike 

some legal rules, is not a technical conception with a fixed content unrelated to time, place, and 

circumstances,”84 the court performed a sufficiency of process analysis under Mathews v. 

Eldridge.85  Summarizing the three prongs of the Mathews test, the court stated it must consider: 

First, the private interest that will be affected by the official action; second, the risk of an 
erroneous deprivation of such interest through the procedures used, and the probable 
value, if any, of additional or substitute procedural safeguards; and finally, the 

                                                 
80 Id. at 19. 
81 Iran II, 251 F.3d at 202. 
82 Id.
83 See notes 65-67, supra, and accompanying text (addressing this irony). 
84 Iran II, 251 F.3d at 205 (citing Gilbert v. Homar, 520 U.S. 924, 930 (1997) and other cases). 
85 424 U.S. 319 (1976). 
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government's interest, including the function involved and the fiscal and administrative 
burdens that the additional or substitute procedural requirement would entail.86

 
Addressing the first factor, the court concluded that the private property interest to be affected 

was an important one.  Second, regarding the risk of erroneous deprivation, the court responded 

with disdain to the Government’s argument that this risk was ameliorated by the statute’s 

requirement of prior notification to congressional leaders: 

While we understand the Secretary's point that more heads are likely to reach a sounder 
result, the application of that facially commonsensical notion to due process questions is, 
to put it charitably, unclear....  Neither is it apparent how notice by the Article II branch 
of government to representatives of the Article I branch can substitute for notice to the 
person deprived.  Again, the government has offered nothing that apparently weighs in 
favor of a post-deprivational as opposed to predeprivational compliance with due process 
requirements of the Constitution.87

 

Finally, as to the third factor, the court stated that the Government had not shown “how the 

foreign policy goals of the government in general and the Secretary in particular would be 

inherently impaired by [prior] notice.”88  Significantly, however, the court concluded by 

emphasizing that “we do not foreclose the possibility of the Secretary, in an appropriate case, 

demonstrating the necessity of withholding all notice and all opportunity to present evidence 

until the designation is already made.”89

Balancing its findings on these three factors with a caveat the size of the Grand Canyon, 

the court was left with the result of remanding the case to the Secretary with instructions to 

afford PMOI and NCRI with a “meaningful” hearing, at a “meaningful time and in a meaningful 

                                                 
86 Iran II, 251 F.3d at 206 (citing Mathews, 424 U.S. at 335 and Goldberg v. Kelly, 397 U.S. 254, 
263-71 (1970)). 
87 Iran II, 251 F.3d at 207. 
88 Id. at 208. 
89 Id.
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manner.”90  Significantly, however, the court specifically noted that its holding was not binding 

on the Secretary in future cases, which “[are] not within our current order.”91  It merely stated its 

“expect[ation]” that the Secretary will afford due process rights to future FTOs, leaving open the 

possibility that in the right circumstances, similar processes would not be required. 

Needless to say, by stopping short of declaring the AEDPA procedures unconstitutional, 

the court eviscerated the general significance of its holding and virtually guaranteed that the 

procedures it mandated in this case would not be applied in future proceedings.  Proverbially, it 

left the fox to guard the henhouse.  It did not take long for the predictable outcome to be borne 

out.  Iran III reached the D.C. Circuit less than two years later, when it came time for the 

Secretary to redesignate the FTOs.  This time, the organizations complained that although they 

had been given a hearing, it was not a “meaningful” hearing, as the court had ordered.92  Because 

the Secretary had relied on secret evidence, which the statute permitted him to keep classified, 

the FTOs could not effectively answer the charges against them.93

This time, the court held that the Secretary was acting within his executive privilege, and 

that the Executive Branch has a compelling interest in keeping certain evidence totally secret.94  

It concluded that “in the designation and redesignation of the People’s Mojahedin of Iran as a 

foreign terrorist organization, the Secretary of State afforded all the process that was due.”95  The 

court did not re-engage in a Mathews analysis to balance the secrecy interest of the executive in 

                                                 
90 Id. (quoting Armstrong v. Manzo, 380 U.S. 545, 552 (1965)). 
91 Iran II, 251 F.3d at 209 (emphasis added). 
92 Iran III, 327 F.3d at 1242. 
93 Neither § 1189, nor the court in Iran II, required an unclassified summary of the classified 
information to be presented to the FTOs or their counsel.  This procedure is followed in other 
situations where defendants seek access to evidence in order to attempt to rebut it.  See, e.g., 18 
U.S.C. § 2338B. 
94 Iran III, 327 F.3d at 1242. 
95 Iran III, 327 F.3d at 1245. 
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light of the new due process challenge.  Instead, it elevated executive privilege to a trump card in 

AEDPA due process claims. 

The D.C. Circuit gave the secrecy privilege similar deference in an earlier case involving 

IEEPA.  In Holy Land Foundation for Relief and Development v. Ashcroft,96 the court reached 

similar conclusions, again without engaging the Mathews calculus, and also distinguished its 

holding in Iran II under AEDPA from cases brought under IEEPA.  In Holy Land, the 

Government froze the assets of a purportedly humanitarian organization without a hearing or any 

specific charges.  Taking advantage of the new latitude provided by the USA PATRIOT Act,97 

the Government told Holy Land only that it was “under investigation.”  The Government 

searched the organization’s offices and seized all of its books, records, and computers.98

The court held that administration of the IEEPA is not rendered unconstitutional because 

that statute authorizes the use of classified evidence that is considered ex parte by a district 

court.99  Holy Land also challenged the administrative record and designation process on 

procedural due process grounds because the organization was not provided with pre-designation 

notice or a hearing to offer counter-evidence to include in the administrative record.  Although 

the court acknowledged the Government's failure to provide prior notice and a hearing, it found 

that this failure did not constitute a due process violation.  The D.C Circuit clearly distinguished 

this case from Iran II based on the fact that the presidentially-declared national emergency under 

                                                 
96 333 F.3d. 156 (D.C. Cir. 2003), aff’g 219 F. Supp. 2d 57 (D.D.C. 2002). 
97 See notes 39-41 supra and accompanying text. 
98 The SDGT designation also triggers newly expanded powers under the Foreign Intelligence 
Surveillance Act (FISA). As soon as OFAC designates the FTO, the Government can go to the 
FISA Court, instead of an Article III court, for a search warrant “approving electronic 
surveillance of a foreign power or an agent of a foreign power for the purpose of obtaining 
foreign intelligence information.”  50 U.S.C. § 1803.  See Aziz, supra note 29 at 59 n. 93. 
99 Holy Land, 333 F.3d at 164. 
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the IEEPA constituted an “extraordinary situation in which postponement of notice and hearing 

until after seizure do not deny due process.”100

On the one hand, the court’s willingness to uphold executive privilege to maintain the 

secrecy of classified documents is certainly understandable.  But it begs the question of how far 

the relatively simple expedient of a unilateral presidential declaration of a national emergency 

can be allowed to go.  It is difficult to justify why the Executive should not be required to 

provide a non-classified summary of the classified evidence when an organization is challenging 

its designation and seeks to rebut the finding that it is a terrorist organization.  Harder still to 

justify is the complete control of OFAC in building the record that will later be submitted for 

review.  The standard of review for the sufficiency of evidence requires the court to consider the 

“whole record” and only that record.  Holy Land requested de novo review based on the 

administrative record’s failure to reflect additional evidence submitted by it;  evidence that was, 

naturally, contrary to OFAC’s position in the litigation.  If OFAC were purposely excluding 

evidence available to it, making the record incomplete and inaccurate, there would be no way for 

a court to know that it was doing so; even if the court knew, there is nothing the court would be 

able do to correct or emend the record.  OFAC’s unfettered power to reject evidence from 

entering the record can be used to refuse to incorporate counter-evidence into the administrative 

deliberation, making a right to present counter-evidence, even if it were to be granted, a 

meaningless formality.  To have meaning that right must be accompanied, in the first instance, 

by the right to have one’s counter-evidence included in the record submitted to a court for 

review. 

                                                 
100 Id.
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The Seventh Circuit’s affirmation of the Northern District of Illinois’s ruling in Global 

Relief Foundation v. O’Neill,101 in a case involving terrorist designation under Executive Order 

No. 13,224, echoes the rulings of the D.C. Circuit in Holy Land, as well as certain aspects of its 

rulings in Iran I and Iran III.  In dismissing the petitioners’ procedural due process claims based 

on the failure to grant pre-deprivation process as well as sufficient post-deprivation access to 

evidence, the court cited the Government’s “pressing need for prompt action.”102  Unlike the 

court in the Iran II, however, the Seventh Circuit in Global Relief provided no detailed 

analysis—indeed, no analysis whatsoever—under the Supreme Court’s Mathews calculus.  

Instead, it offered only conclusory statements on the “exigencies of national security and foreign 

policy considerations.”103

Part III.  How Should the Supreme Court and Congress Respond? 
 

The first ingredient in a successful constitutional challenge on the statutes in the Supreme 

Court would be for the right petitioner to suffer a constitutional harm by the procedures they 

authorize.  As explored above, the main targets of the laws are individuals and organizations who 

are “foreign” but who have funds deposited in financial institutions subject to U.S. jurisdiction.  

However, because the statute is not tailored to exclude individuals and organizations that are 

subject to the protections of the Constitution, it is possible for their summary procedures to be 

applied even to a U.S. citizen or an alien who has sufficient contacts with the U.S. to be entitled 

to constitutional protection.  Apart from the brief discussion in Iran II, there has been no judicial 

analysis of the disparate effects of the statutes on those who are subject to the Constitution and 

                                                 
101 315 F.3d 748 (2002), aff’g 207 F. Supp. 779 (2002), discussed supra text accompanying note 
62. 
102 207 F. Supp. at 803.  
103 Id.
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those who are not.  It may be that the reason lawsuits have generally failed in the Courts of 

Appeal is because the plaintiffs are non-optimal petitioners in this regard.  Their contacts with 

the U.S. have been weak or non-existent, and apart from the question of the Constitution’s 

technical applicability to them, there is also less of a shock to the conscience when organizations 

with weak contacts to the country complain of insufficient protection under the Constitution. 

Instead, let us imagine the following hypothetical scenario.  A U.S. citizen, John Q., 

attempts to transfer money from his checking account into his savings or investment account.  

John is informed by his bank’s representative that his assets have been frozen pursuant to an 

order from OFAC, and he is given their telephone number.  Knowing nothing about this, he 

contacts OFAC and is told that he has been designated by the Director of OFAC as a “Specially 

Designated Global Terrorist” because OFAC has determined that he is “associated with” an 

organization that OFAC has designated a “Foreign Terrorist Organization.”104  John tells them 

that there must be mistake, because he is not associated with that organization (or that he is, but 

that it is not a terrorist organization).  John is furious and wants to know why he was not 

informed and how he can unfreeze his assets.  He is told that notice of his designation was 

printed in the Federal Register 30 days ago, and that it is therefore too late to challenge his 

designation in a court.105  He may, however, download a form from OFAC’s website106 and 

                                                 
104 While FTO designation under AEDPA has so far been interpreted to be limited to 
“organizations” and not natural persons, IEEPA does not distinguish between natural and 
corporate entities.  This hypothetical case, therefore, falls both under IEEPA and AEDPA (the 
former for the U.S. citizen and the latter for the organization).  It works equally well if both 
entities were designated under IEEPA if we imagine that the U.S. citizen has been determined to 
be “associated with” another U.S. citizen who had previously designated, either by OFAC or by 
the President’s original executive order. 
105 I do not suppose it would make too much of a difference if the notice had been printed only 
28 or 29 days prior, because that would still leave John insufficient time to file a case. 
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submit written information he believes would be sufficient to rebut the evidence against him.  

John asks about the evidence against him.  He is told that OFAC will not share this information 

with him, and that in any event most of it is classified information, which OFAC would not be 

permitted to share with him even if it were so inclined.  John downloads the 1-page form and 

submits it immediately (he needs quick access to the funds so he can meet his monthly mortgage 

payments and other basic obligations), but he is able to attach no counter-evidence, not knowing 

the nature of the evidence against him or what it is he must try to rebut.  He also makes a request 

for a hearing.  John receives the form back several months later, stamped “DENIED.”  He is also 

informed of OFAC’s decision to deny him a hearing of any kind.107  Because John has not been 

charged with any crime, he can roam the streets freely and attempt to go about his daily life.  Of 

course, without access to money, he can hardly do so.108

If faced with a case like John Q. or another similarly situated entity, the Supreme Court 

should declare the asset-freezing procedures pursuant to AEDPA and IEEPA insufficient to 

satisfy due process and therefore unconstitutional.  The Court would engage in the Mathews v. 

Perry analysis and should find that (1) that the interests of the petitioners that are at stake are 

important ones; (2) that the risk of error in the kind of unilateral administrative proceedings 

authorized by AEDPA and IEEPA are too great, as compared with; (3) the low cost of affording 

additional procedural safeguards.  Specifically, the Court should note the absence of significant 

cost—whether institutional, security-related, or monetary—that would be incurred if OFAC were 

                                                                                                                                                             
106 Application for the Release of Blocked Funds, Office of Foreign Asset Control, available at 
http://www.treas.gov/offices/enforcement/ofac/legal/forms/license.pdf (last visited Jan. 25, 
2005). 
107 31 C.F.R. § 501.807(c) commits the granting of a hearing, for a petitioner in the position of 
John Q., totally to the discretion of the agency. 
108 It bears repeating that anyone who tries to help John by giving him money or support would 
be liable to criminal prosecution under AEDPA’s “material support” doctrine.  18 U.S.C. 2339B.  
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to give John Q. actual notice of his designation, at least post facto.  Additionally, the Court 

should hold that, in cases where there is not a significant risk of asset flight, the absence of pre-

deprivation notice is unjustified.109  Congress would be called upon to cure these infirmities. 

Congress could choose to preclude the success of a constitutional challenge to AEDPA 

and IEEPA by declaring that the statutes do not apply to U.S. citizens or to persons otherwise 

subject to the protection of the U.S. Constitution.  An efficient way to do this would be make 

explicit that the term “foreign,” when employed in both statutes, should be construed to mean a 

“non-constitutional” person—that is, a person without a constitutional presence in the United 

States.110  This would render impossible a judicial finding, like the one in Iran II, that an 

organization is both “foreign” under the statues and vested with due process rights.111

Another way to fix the statutes would be to allow OFAC to continue to determine who is 

“foreign,” but to amend the procedures so as to comport with due process.  OFAC could, if it 

chose, omit these procedures in any proceeding where it believes it is dealing with a non-

constitutional person.112  The procedures that should be considered include pre-deprivation 

attachment, actual notice, and the ability to insert rebuttal evidence into the record. 

Iran II’ emphasized the importance of pre-deprivation procedures to balance the 

relatively great risk of error in summary administrative proceedings.  One need not go so far as 

                                                 
109 See Part III, infra, for a possible legislative solution to address this risk of flight while 
affording due process: pre-deprivation attachment. 
110 Congress could then, if it chose, draft another statute that would apply to constitutional, rather 
than foreign, persons and organizations.  This statue would provide additional procedural 
safeguards in proceedings only against them. 
111 See notes 66-75 and accompanying text, supra. 
112 The problem with this solution is that OFAC’s findings on the constitutional question would 
be entitled to no judicial deference.  This may spur a wave of litigation, where designated entities 
seek de novo review on the sole question of the sufficiency of their presence in the United States.  
See supra note 57 (discussing the inapplicability of Chevron deference in constitutional 
questions). 
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to require pre-deprivation process in every case, however.  Because of the relatively mobile 

nature of deposited assets and the ease with which they can be spirited out of the country, a good 

substitute would be to execute a provisional attachment of assets pending the outcome of a pre-

deprivation hearing.  This procedure is common in debt-collection actions and works well to 

balance the need for due process with the risk of flight of the asset.113   

Congress should require actual notice to parties who are designated by OFAC, rather than 

relying only on publication in the Federal Register.  Even when circumstances do not allow for 

pre-deprivation notice, there is no imaginable harm that can be suffered by the Government as a 

result of mailing a notice to the individual or organization to be blocked, after executing a 

provisional attachment.  Also harmless is the provision of notice after the permanent blockage of 

assets but pending judicial review.  At least one of these procedures should be considered 

necessary for minimal comportment with due process.   

Once the process for designation is under way and the Secretary is compiling evidence 

that will become necessary should the agency be faced with judicial review, it is imperative that 

the designated party be given the right to insert evidence into the record that will be sealed and 

submitted to the court for review.  Because of the court’s jurisdictional inability to review 

information not found in the record, it is unwarranted to rely on OFAC to provide counter-

evidence to its own findings.  The party best situated to provide such evidence is the designated 

entity.  It should be entitled to offer rebuttal evidence at the administrative level, and for its 

evidence to be included in the record submitted to the reviewing court.  Finally, classified 

evidence should not be the Government’s free pass.  A court should be empowered to order the 

                                                 
113 Fuentes v. Shevin, 407 U.S. 67 (1972), was itself a debt-collection case where pre-judgment 
attachment, with proper notice and opportunity to be heard, was approved as an appropriate 
balance between the interests of the debtor and those of the creditor.  
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Government, in the proper case, to provide a non-classified summary of the classified 

information to the designated party or its counsel.  This expands the opportunity of the 

designated party to rebut the evidence of the Government on a meaningful level. 

Conclusion 
 
Our nation is in the process of making legal decisions that will have permanent 

implications for both its character and longevity.  The meaning and vitality of due process has 

been, and will continue to be, at the center of the debate.  This Essay has argued that the asset 

blocking procedures authorized by AEDPA and IEEPA should be held unconstitutional.  The 

infirmities of the statutes stem from two sources.  First is their undifferentiated applicability to 

any person or entity designated as “foreign,” without regard to whether they may have a 

constitutional presence in the United States.   Second, the statutes authorize drastically 

abbreviated administrative and judicial procedures in the areas of notice, opportunity to be heard, 

access to evidence, and judicial review, without the requisite balancing of factors mandated by 

Mathews v. Eldrige.  Congress can correct this situation either by clarifying that the procedures 

are applicable only to non-constitutional, foreign persons and entities, or by making more 

traditional procedures applicable except when there are case-specific circumstances that justify 

abridged procedures under the Mathews calculus. 
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