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Ethics rules require understanding Technology



M any lawyers ignore the fact that their communications may not be as secure 
as they believe them to be. However, lawyers can no longer merely stick 
their heads in the sand and feign ignorance.

As a result of amendments that went into effect on 
Nov. 21, 2013, the Rules of Professional Conduct 
now require lawyers to recognize and understand 
the ethical issues that arise in a variety of subjects, 
including technology. In particular, the Comment to 
Rule 1.1 (“Competence”) states that “To maintain 
the requisite knowledge and skill, a lawyer should 
keep abreast of changes in the law and its practice, 
including the benefits and risks associated with 
relevant technology.” 

In addition, Rule 1.6 (“Confidentially of 
Information”) has been amended to include 
paragraph (d), which states “A lawyer shall make 
reasonable efforts to prevent the inadvertent or 
unauthorized disclosure of, or unauthorized access 
to, information relating to the representation of a 
client.”

Both of these amendments are technology-
focused and make clear that lawyers can no longer 
claim that technological ignorance is acceptable. 
While the Comment to Rule 1.1 seems self-
explanatory, it really is not. First, what technology 

is the Rule referring to? Although the framers of the 
new Rule do not specify which technology the Rule 
addresses, there is only one logical conclusion: The 
new Comment requires lawyers to be aware of and 
consider the risks and benefits of technology that is 
relevant to their practices and their clients.

In that vein, let’s take a little quiz:
•  Raise your hand if you believe that your 

email with clients should be searched by 
Google.

 I don’t see any hands up.
•  Raise your hand if you believe that Apple 

has the right to read and perhaps post on 
the web the client-related documents you 
store on iCloud, or that Google can post 
the fact you were at a particular restaurant 
last week with Client John Smith. 

I don’t see any hands up.
Let me ask you another question. 
•  Raise your hand if you communicate with 

clients using a Gmail, AOL, Hotmail or 
Yahoo! email address, or an address from 



26   the philadelphia lawyer   Spring 2014

a similar service. 
 Now I see quite a few hands.
One last question. 
•  Raise your hand if you use Google Docs (the free 

version) to store client-related documents and 
materials. 

I see some hands raised in response to that question.
Guess what? If you raised your hand in response to either of 

the last two questions, then you should have raised your hand 
in response to every one of my questions.

That’s right. Apple, Google (the purveyor of Gmail) and 
other similar services not only believe they have the right to 
review your email, attachments and documents, but you have 
given them the right to do so.

According to Google’s Terms of Service, the company 
can do just about anything it wants with your information:

“When you upload or 
otherwise submit content to 
our Services, you give Google 
(and those we work with) a 
worldwide license to use, host, 
store, reproduce, modify, create 
derivative works (such as those 
resulting from translations, 
adaptations or other changes 
we make so that your content 
works better with our Services), 
communicate, publish, publicly 
perform, publicly display and 
distribute such content.”

Apple’s  iCloud Terms of 
Service are similar:

“Except for material we 
may license to you, Apple 
does not claim ownership of 
the materials and/or Content 
you submit or make available 
on the Service. However, by 
submitting or posting such 
Content on areas of the Service that are accessible by the 
public or other users with whom you consent to share 
such Content, you grant Apple a worldwide, royalty-
free, non-exclusive license to use, distribute, reproduce, 
modify, adapt, publish, translate, publicly perform and 
publicly display such Content on the Service solely for 
the purpose for which such Content was submitted or 
made available, without any compensation or obligation 
to you.”

AOL users have agreed to comparable terms. In other 
words, if you use Google, AOL and virtually any of the free 
online-based services for email and/or document storage or 
creation, you are granting these companies the right to review 
and reproduce your emails and documents. Imagine storing 
a crucial contract in Gmail, only to discover that Google has 

reproduced it elsewhere. Needless to say, your client wouldn’t 
be happy, you wouldn’t happy that the client has hired a new 
attorney, and your malpractice carrier might not appreciate 
knowing about the potential claim.

Despite this reality, many lawyers seem oblivious to the 
dangers of using these services. According to the Electronic 
Privacy Information Center, Google uses a process it calls 
“content extraction” to review its customers’ email:

2.1 How does Google’s “content extraction” work? 
While Google has not released technical details of 

how the Gmail e-mail “content extraction” and analysis 
works, the patent (#20040059712) filed with the U.S. 
Patent and Trademark Office provides some clues. 
Gmail examines the entire content of the email message 
including the header and addressing information (see 
2.2 for more details) in order to derive the “concepts” 

contained in the email. Relevant 
ads are then placed to the 
subscriber when the e-mail is 
displayed. Different ads may 
be served at different times 
depending on when the email 
message is viewed, or re-viewed.

2.2 What is “internal” and 
“external” e-mail information 
used in the analysis?

“Internal e-mail information” 
and “external e-mail 
information” are both used 
in the scanning and analysis 
process, according to the patent 
(paragraphs 51-80). Internal 
email information is the actual 
data contained within an e-mail 
message whereas external e-mail 
information is data derived from 
the internal information using 
Gmail’s analysis algorithms 
(e.g. by looking at the IP of 

the sender and/or the timezone in the timestamp, the 
geographic location can be determined).

If that doesn’t convince you that Google is reading your 
email, consider the comment by Google attorney Whitty 
Somvichian, who said in a recent interview “it’s ‘inconceivable’ 
that someone using a Gmail account would not be aware that 
the information in their email would be known to Google.” In 
other words, if you use Gmail to communicate with clients, 
Google is reading your mail and arguing that its technology is 
exempt from privacy and wiretap laws, as it is in the lawsuit 
that Attorney Somvichian is defending.

So what does all this mean? Lawyers must, at a minimum, 
recognize that they must consider and address technological 
issues, including the security of their technology. Security 
includes, among other actions, (1) taking precautions to 

In other words, if 
you use Gmail to 

communicate with 
clients, Google is reading 

your mail and arguing 
that its technology is 

exempt from privacy and 
wiretap laws, as it is in 

the lawsuit that Attorney 
Somvichian is defending.



prevent unauthorized access (it’s 
generally called “hacking”) into your 
office’s network, (2) using only secure 
and ethically compliant services to store 
client information in the cloud (in other 
words, not just on the computers in your 
office), and (3) not using email services 
such as Gmail and AOL that inform you 
that they have the right not only to scan 
your email and attachments, but also to 
use them in literally any way they see 
fit.

These concerns aren’t “way out there.” 
They are quite real, as the Virginia 
firm of Puckett & Faraj discovered 
recently. The firm, which defends 
soldiers against the U.S. government, 
discovered that the consultant whose 
servers housed the firm’s email had 
been wiped clean of all client email, 
including attachments, by a hacking 
group known as “Anonymous.” The 
firm also discovered that Anonymous 

had hacked its Google email passwords 
using software that almost instantly 
enters possible password combinations. 

Hacking passwords isn’t difficult. In 
fact, according to one security website, 
an eight-digit numerical password can 
be hacked in as little as 10 seconds, 
which is why most experts recommend 
that all passwords contain a minimum 
of 12 characters, including letters, 
numbers and symbols. 

Therefore, lawyers must strongly 
consider abandoning the use of Gmail 
and similar products to communicate 
with clients. The cost of creating a firm 
email account (such as attorneysmith@
smithandjoneslaw.com) is minimal; 
you can do so for less than $20 a year. 
In addition, lawyers must evaluate 
whether to use the free version of 
Google Docs and other services to 
store client-related information. Using 
the paid version of Google Docs, or a 

similar service, means that the Terms of 
Service are different, and that Google 
no longer has the right to use your 
legal work product in any way it deems 
appropriate.

The issues here are not complex, 
but they are ones that lawyers have 
often dismissed. Now that the Rules 
of Professional Conduct emphasize 
that technological awareness is part 
of a lawyer’s ethical responsibility, 
attorneys must evaluate even the most 
basic of technology and, as necessary, 
take actions to assure that client 
information is confidential and to 
prevent it from appearing in an ad on 
Google’s website.
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