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I
f you search “hacking” on 
Google, you would have received 
7,390,000 results as of mid-
February 2017. Ranging from 

Russian hacking during the presidential 
election to a German doll with an 
unsecure Bluetooth device embedded 
that can listen and talk to children 
playing with it, the reports can easily 
raise concerns about how any computer 
can be safe from a hacker. Other than not 
connecting to the Internet, which is not 
an option for most people, there is no 
way to guarantee that you, or I, will not 
be the next victim of a hacker. However, 
there are ways to reduce the odds of 
being hacked. This column will outline 
a few of the ways you can make your 
computers more resistant to hackers and 
malware.

1. USE ANTIVIRUS AND  

FIREWALL SOFTWARE

Programs like Norton Internet Security 
and McAfee Live Safe are essentials for 
every system, including mobile devices. 
Most security companies sell different 
levels of products. Basic suites often 
include antivirus, firewall, antispam and 
other options, as well as web protection. 
These will provide the basic protection 
an office needs.

2.  SECURE YOUR ROUTER

A router is your computer’s 
connection to the Internet, and the entry 
point for hackers. If you use Wi-Fi to 
connect to the Internet, (1) verify that 
you have enabled WPA2 encryption 

in the router’s settings and (2) use a 
strong password that would be difficult 
to remember. Generally, the password 
should be at least 16 characters long 
and should include a combination of 

numbers, upper and lowercase letters, 
and symbols. Although every router 
brand uses a different central control 
panel/administrative console, you can 
generally access it by opening a web 
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browser (such as Internet Explorer or 
Mozilla Firefox) and typing 192.168.1.1 
in the web address box. This directs 
you to the login screen for the router. 
By default, the administrative user 
and password are often “admin” and 
“admin,” respectively. As you can see, 
the defaults are not secure at all.

3.  ENCRYPT YOUR EMAIL

Email is an insecure method of 
communication. The following quote 
has appeared on various websites, but 
truly sums up how insecure email is:

The Internet provides us with 
one of the easiest communication 
tools ever afforded to mankind. It is 
quick, convenient cheap... and is as 
unprivate as it could be while being 
so quick, convenient, and cheap. 
Email is as public as a postcard! 
Every message you send through 
the Internet can easily be snatched 
and scanned for interesting details 
by anyone having the necessary 
know-how. Privacy is virtually 
nonexistent online. You might 
ask, "Why should I worry about 
privacy? I'm not a criminal or 
a terrorist. I've got nothing to 
hide." Show me an email user 
who has got no financial, sexual, 
social, political or professional 
secrets to keep from his family, 
neighbors or colleagues, and I'll 
show you that this person is either 
an extraordinary exhibitionist or 
an incredible dullard. Show me a 
company that has no trade secrets 
or confidential records and I'll 
show you that its business is not 
very successful. 1 

Despite the lack of security – and users 
of free services including Gmail and 
Yahoo! – have other concerns, primarily 
the fact that these companies scan all 
email, and their licenses broadly permit 

them to scan not only email, but also 
attachments. (See “Think Your Email is 
Secure? Think Again,” The Philadelphia 
Lawyer, Summer 2014). Regardless, 
you should encrypt your email. To do 
so, you should encrypt three things: the 
connection from your email provider; 
your actual email messages; and your 
stored email messages. 

To secure the connection between 
your email provider and your computer 
or other device, you should setup Secure 
Socket Layer (SSL) and Transport Layer 
Security (TLS) encryption, which is 
similar to the level of protection that 
banks and online merchants use. Most 
email providers will supply instructions 
about how to setup and secure your email 
– using the same protection scheme that 
you depend on when checking your bank 
account or making online purchases.

To secure email messages during 
transit, you can either use the encryption 
features built into your email service 
(most include such services) or download 
encryption software or client add-ons. 
Among the most popular encryption 
services is Zix (www.zixcorp.com), used 
by many law firms and easy to setup, 
even for the least tech-savvy.

To encrypt stored/saved email, 
you should setup your computer (or 
smartphone) to encrypt not only email 
but all of your files. Most operating 
systems now include encryption as a 
standard feature. If you use Windows 10, 
for example, you can encrypt your email 
and other files easily using its built-in 
tools.

4. AVOID DANGEROUS LINKS, 

BROWSER ADD-ONS & 

DOWNLOADS

No matter how often we hear about 
malware, ransomware and other 
dangerous files that can control your 
computer, destroy your computer or 
require you to pay to regain access to 
your data, the nightmares continue.

Keyboard for Lawyers 
Shortens Shortcuts  

LegalBoard, a hard-wired computer 
keyboard designed specifically for 
lawyers, just hit the market. Created 
by Brian Potts, a partner at Perkins 
Coie LLP in Madison, Wis., this new 
device incorporates legal-specific keys, 
activated by a click of the “NUM” key 
in the cluster of keys on the far-right-
hand side of the keyboard.

The keyboard incorporates words 
and abbreviations commonly used by 
lawyers into the “F1” through “F12” 
keys and into four of the numeric keys. 
Pressing “Shift” while pressing any 
of those keys capitalizes the word or 
abbreviation (ex. “appellant” becomes 
“Appellant”). Three different numeric 
keys insert commonly used legal 
symbols. The remaining numeric keys 
perform functions including inserting 
bullets, adding footnotes and changing 
line spacing. Alpha keys do not change 
when the NUM key is activated.

Regarding the inspiration for this 
invention, Potts said to Robert Ambrogi 
of LawSites.com, “I was furiously 
writing a brief when I went to insert 
a section symbol. As was my custom, 
I had to stop what I was doing, use 
the mouse, go to insert a symbol, find 
the section symbol and hit insert. This 
process stopped my train of thought, 
took up my precious time, and more than 
anything was incredibly annoying.”

The LegalBoard works for Microsoft 
products including Word, Outlook and 
PowerPoint. It costs $65 and can be 
purchased at legalkeyboards.com.
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Fortunately, a combination of common 
sense and technology can prevent most 
of these dangers. The most important 
rule – don’t download or install any 
programs, files, add-ons, etc., unless 
you know that the company is legitimate 
and/or you can confirm the identity of 
the sender.

With regard to email, never click on 
any links in an email unless you are 
certain that you know the sender and the 
sender is reputable and trustworthy. One 
helpful trick is to hover your mouse over 
the link. Your computer should display 
the link’s web address the link. If it is not 
familiar, or looks “funny,” do not click 
on it. When in doubt, write the person 
you believe sent the email to verify that 
he or she actually sent the email. Better 
safe than sorry.

With regard to browsers, many can 

now detect dangerous websites, and will 
block them. As a result, don’t bypass 
the block. Second, be skeptical of every 
website and every link, especially pop-
ups and dangerous links acting like 
Windows dialogs. 

Add-ons are items that become a 
part of your browser, and while many, 
such as those for Adobe Acrobat, are 
legitimate, helpful and safe, others will 
track your web movements and record 
your keystrokes. The best policy is never 
to install add-ons until you have verified 
their safety and security. 

Finally, do not download any files 
unless you know the source is safe 
and reputable. All reputable antivirus 
programs scan downloads, and it is best 
to always follow their recommendations. 
In addition, programs like Malwarebytes 
are essential.

Keeping your computer safe from 
intruders may seem like a full-time job, 
but in the end it’s critical to assuring that 
your and your clients’ data remain safe 
and confidential.

1 www.aboutus.com/EmailPrivacy.info
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NO ONE WANTS TO BE STUCK WITH A DEAD DEVICE WHILE ON-THE-GO. PORTABLE 
CHARGERS LIKE THE ZEROLEMON TOUGHJUICE RUGGED PORTABLE CHARGER 
AND THE RAVPOWER UNIVERSAL POWER BANK TRAVEL CHARGER PREVENT THE 
HORROR OF SEEING “LOW BATTERY” IN THE MIDDLE OF DRAFTING AN IMPORTANT 
EMAIL. These high-capacity (20,000 milliamp hours (mAh) or more) power banks have multiple 
outputs for juicing up laptops, tablets and phones. Each one is portable and durable, perfect for 
tossing into a backpack, briefcase or laptop bag. The ZeroLemon ToughJuice is great for powering 
up devices for large groups, but the RAVPower will charge itself up quicker.

Tech  
UPDATE

FEATURES ZEROLEMON TOUGHJUICE RUGGED 
PORTABLE CHARGER

RAVPOWER UNIVERSAL POWER BANK 
TRAVEL CHARGER

CAPACITY 30,000MAH 20,100MAH

OUTPUTS 4 3

WEIGHT (OUNCES) 14.1 13.3

TIME TO SELF-CHARGE 8-24 HOURS 4-5 HOURS

NUMBER OF CHARGES 
FOR IPHONE6 10 5

PRICE $68.00 $54.99  

ZeroLemon ToughJuice Rugged Portable Charger RAVPower Universal Power Bank Travel Charger


