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I
n recent months, a growing 
number of articles about high-
profile data breaches at large 
law firms have appeared across 

a number of publications including The 
Wall Street Journal, The New York Times 
and countless legal trades.  And while we 
are all accustomed to reading about data 
breaches at large retail stores, banks and 
hospitals, until recently, it has not been 
the norm for data breaches involving law 
firms to make the headlines.

THE ISSUE OF SENSITIVE 

INFORMATION

The news of so many law firm breaches 
occurring is especially troubling because 
of the wide variety of data that is shared 
with legal counsel. When a retail store 
or bank is targeted, the data sought by 
cyber criminals is specifically financial 
in nature. We as investigators know 
how to locate evidence tied to this type 
of information and have robust forensic 
tools to help us with the investigation. 
When a law firm is targeted, though, the 
reasons are often not as clear cut.

Law firms handle many kinds of 
confidential information that can be as 
vulnerable as financial or even medical 
data should it fall into the wrong hands. 
Lawyer-client privilege, much like 
doctor-patient confidentiality, lends 
itself to the sharing of highly sensitive, 
sometimes personal, and often potentially 
damning information. Corporate law 
firms are repositories for private data 
on corporate deals, business strategies, 
mergers, patent applications and other 
highly guarded matters. 

REPORTING IS A GREY AREA

Further complicating the issue of data 
breaches in law firms is the lack of clear 
direction in regard to reporting. While 
the more highly regulated industries 
such as finance and healthcare must 
adhere to strict guidelines when it comes 
to breach notification, it is a grey area in 

the legal arena. Currently, 47 states have 
laws on the books instructing companies, 
including law firms, when they must 
disclose a breach. These laws typically 
require companies to disclose data thefts 
when an entity gains unauthorized access 
to “personal information,” a term whose 
definition varies by state. 

Another area that remains unclear is the 
extent to which law firms are required to 
inform their clients about a data breach. 
The American Bar Association added 
a rule in 2012 that requires lawyers 
to take “reasonable care” to prevent 
unauthorized disclosures related to client 
information. 

Lacking in the directive are key details, 
such as: what constitutes “reasonable 
care,” what measures should be taken to 
ensure the protection of highly sensitive 
data, and what tools can be used to verify 
and measure compliance? 

Bar associations in each state, including 
the Philadelphia Bar Association, 
have their own ethics codes for law 
firms. According to the rules, lawyers 
have a duty to keep client information 
confidential. That leads experts to believe 
that law firms are ethically obligated 
to tell clients if a breach compromises 
client information. But the same issues 
apply to these rules as the ones already 
mentioned: lack of enforcement, little or 

no direction and guidelines, and no real 
way to determine an effective resolution. 

Most recently, two large law firms 
were identified as the victims of a 
network hack. Weil, Gotshal & Manges 
LLP and Cravath, Swaine & Moore LLP 
both represent large Wall Street banks 
and major companies. Unusual in and 
of itself is the fact that this was made 
public, as most law firms will go to 
great lengths to keep both successful and 
attempted breaches under wraps.  When 
contacted, however, a representative 
of Weil declined to comment. Cravath 
confirmed to The New York Times 
the breach but made the statement that 
they were “not aware that any of the 
information that may have been accessed 
has been used improperly.” There is 
not much reassurance for companies 
represented by these law firms in either 
a “no comment,” or one that is vague, 
whether intentionally so or not. 

A CODE OF SILENCE 

A recent internal report issued by 
Citigroup’s cyber-intelligence center 
warned bank employees of the threat of 
attacks on the networks and websites of 
major U.S. law firms. 

Unstated but felt in the tone of the 
report is the frustration of both law 
enforcement and large clients in the 
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general unwillingness of most law firms to discuss attempted 
or successful breaches. There is now an effort underway by 
federal law enforcement authorities urging law firms to be more 
open about reporting incidents. John P. Carlin, assistant attorney 
general for national security, spoke recently at an American 
Bar Association conference in New Orleans, impressing on the 
lawyers the need to promptly inform clients and law enforcement 
authorities of attacks that could compromise confidential 
information.

EASY TO HACK

An article in SecurityWeek magazine tells of Yoram Golandsky, 
CEO at Israeli firm CybeRisk. His firm was asked to execute 
what is known as a “red team attack” against a prestigious 
law firm.  Red teaming, also known as “ethical hacking,” is a 
process designed to detect network and system vulnerabilities 
and test security by taking an attacker-like approach to systems, 
network and data access. According to Golantsky, law firms 
have simply not been taking sufficient care around cyber 
security. "Long story short," he wrote, 
"in less than 48 hours we had full control 
of the network, all assets including 
servers and shares, and all of the users' 
mailboxes. We managed to do this in 
three different ways or attack vectors: 
(1) we broke their Wi-Fi encryption, (2) 
we used social engineering against the 
receptionist to run our malware, and (3) 
we used social engineering against one 
of the partners where he was convinced 
to open a malicious file sent via email." 

Golantsky put this in perspective 
with another example. "We were asked 
to red team one of the world's top 10 
technology companies. It was hard. It 
took a team of three more than three 
weeks to get in. We succeeded and 
found merger and acquisition data. But 
we could have gotten that very same data in just a couple of 
hours if we had targeted the lawyers."

FAR-REACHING RAMIFICATIONS

What can be learned from this example is frightening on 
several levels. The initial thought process might be that a hack 
on a law firm would not have the same serious ramifications that 
a breach on a retail, financial or medical facility would. That 
may be true from a personal level, as the number of consumers 
involved would not be as high. The well-renowned Target 
department store hack, for example, affected approximately 70 
million people. However, a breach at a law firm, especially a 
large law firm that handles high-level business dealings, could 
influence the U.S. economy. Stock prices and revenues of major 
U.S corporations could be affected. Of the two law firms with 
breaches that are now publicly known, Cravath is well-known 
for their expertise in mergers and acquisitions. Weil is highly 
renowned for complex transactions in high-stakes corporate 
finance. By the very nature of these practices, both firms hold 
a veritable treasure trove of data that would provide the inside 
track on deals with a major effect on the market. 

Cyber criminals in China and Russia, among other countries, 

are looking for this type of valuable information. Potential 
corporate mergers, patent and trade secrets and the like, make up 
the type of insider information that is considered to be among the 
most advantageous to a potential threat actor. Just one example 
would be a highly sensitive trade secret falling into the hands 
of a competitor from another country. If they were then able to 
duplicate a product and mass produce it at a much lower cost, any 
number of large U.S. companies could be put out of business. If 
a state actor backed by a foreign government is looking to find 
the weak link in procuring these types of information, they have 
found it in the lax security practices currently in place at many 
law firms. 

Behind the scenes, there are other costs that would rarely become 
public knowledge but would nonetheless have a profound effect 
on the health and future of a business. Reputational interests, 
customer loyalty, and distraction to executive management, are 
just some of the less easily quantified costs involved in any type 
of data breach. It is part of what law firms, in fact stakeholders 
at all companies, will continue to wrestle with as they attempt 

to better assess and manage their risk 
profiles.  

LIABILITY CONCERNS

Law firms that have been victims of a 
data breach become vulnerable to civil 
litigation themselves. When determining 
malpractice liability in cases where 
confidential information was exposed, 
courts apply the standard of reasonable 
care by attempting to determine whether 
the firm took reasonable steps to protect 
the client’s information. But there is 
little guidance as to what those steps 
might be according to an article in 
Law360. As technology develops and 
hackers come up with new tactics, what 
determines “reasonable care” will also 
continue to evolve. 

GETTING SERIOUS ABOUT SECURITY

The first step in law firms becoming more security-conscious 
is impressing upon them the need to do so. Many law firms 
mistakenly believe that no one would want the data that they 
have, or that their weak attempts at protecting their infrastructure 
are sufficient. In an off-the-record discussion on this topic 
conducted by The New York Times’ Matthew Goldstein, 
officials with law firms said they felt that the threat of a breach 
was often overstated by banks, security consulting firms and law 
enforcement.  Just as retailers stepped up their game following 
the Target hack, and health care increased its already-vigilant 
stance in the wake of the Anthem Blue Cross and Hollywood 
Presbyterian Medical Center breach and ransomware demand, 
it will most likely take a large and damaging breach in order for 
the law industry to get more serious about cybersecurity.

 CREATING A SECURITY CULTURE

One option that is currently being investigated is an alliance 
between banks and other large financial institutions, and law 
firms. The financial industry has long been highly regulated, and 
sharing its security practices with those in the legal world could 

“Long story short, in 
less than 48 hours 
we had full control 
of the network, all 
assets including 

servers and shares, 
and all of the users' 

mail boxes.”
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prove highly beneficial to law firms who 
are relatively new to the cybersecurity 
threat arena. In addition, the financial 
institutions could provide the law firms 
with the latest security threats as well as 
assist them in working through the best 
steps to improve their security posture. 

PwC, one of the leading professional 
services networks in the world, provides 
law firm services to some of the nation’s 
largest and most prestigious firms.  In 
“Safeguarding Your Firm From Cyber-
Attacks” they explain why hackers are 
interested in the data that law firms 
deal with on a daily basis, explain their 
vulnerable areas, and list six very basic 
steps to improve their cyber defenses. 
While these six are the minimum that any 
company should have in place, they can 
serve as a starting point for law firms that 
persist in the erroneous thought process 
that they are not in danger of a breach. 
Most data security companies would 
agree that while these steps are very 
basic, they can serve as the foundation 
on which to build a more robust security 
program. 

The steps are as follows:

1.  Leadership buy-in and support

2.  Anti-virus programs and updated 
definitions

3.  Spam filters that are kept current

4.  Auditing for anomalous activity

5.  Incident Response Plan

6.  Security awareness training
 Additional foundational processes 
should include:

7.  Encryption

8.  Intrusion detection and prevention

9.  Policy implementation and 
enforcement

10.  Two-factor authentication

11.  Limited use of external storage 
devices

12.  Risk assessment performed by an 
external vendor

The advantage to these initial 12 
steps is that they can be implemented 
promptly without interfering with the 
development of a more comprehensive 
security program and with very little 
disruption to day-to-day operations. 
Implementing just these steps could 
significantly reduce the risk of a breach 
or incident that could compromise a law 
firm’s sensitive information. 

Until law firms of all shapes and 
sizes begin to view cybersecurity as 
a necessity not an option, they will 
continue to place their clients’ sensitive 
information and their own reputation at 
serious risk. A robust security program is 
an ongoing and dynamic challenge, but 
can be started by implementing simple 
and foundational security measures. 
This represents not only sound business 
practice but an ethical approach to 
protecting the information entrusted to 
law firms. 
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